7 Minimum
Requirements
for Cyber Cover
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Endpoint protection on
all devices

(Antivirus software on PC'’s,
laptops, work phones etc.)
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Multi-factor
Authentication (MFA)

On all email accounts and
external access to the
network.
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Pll (Personally
Identifiable Information)

Data is encrypted whilst on
the insured’s system.
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Backups

Made regularly and stored
with good hygiene. MFA is
required to access them.
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SPOF’s (Single Point of
Failure)

Identified with a plan in
place in the event of failure

(e.g. Microsoft Azure going down and no
access to files stored on cloud)
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End of Life software &
hardware identified

Plan in place to replace it,

or specific assistance from
manufacturer to ensure no
weaknesses.




Limited admin access

Admin access limited
across the server. No more
than 5 admin accounts.

Regular password changes
& MFA where possible.
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Don't forget...

You need to ensure the
same level of cover across
all offices. You're only as
strong as the weakest link.




Get covered
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cyberinsurance
@thecleargroup.com




